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Improve Control and increase Efficiency  
of Multifunctional Devices 

uniFLOW’s secure printing functionality allows 
users to send sensitive documents to network 
printers from desktop and mobile devices. Do-
cuments will only be printed when the user is 
physically standing at the device. uniFLOW’s 
unique features and technologies make it a 
powerful software application which maximizes 
security while increasing business productivity.

Secure
Printing

Budgeting

Cost Tracking/
Reporting

uniFLOW
SmartClient

uniFLOW
Universal

Driver

Office
Printing

Rules &
Routing

Remote
Print Server

2



V1 - June 2017 

Content Overview

63% of businesses have experi-
enced one or more print-related 
data breaches.1

Control your printing infrastructure with uniFLOW:

•	 One driver for all – the uniFLOW Universal Driver
•	 Secure printing supporting multiple vendors
•	 Track and record costs for all printing, copying, scanning and 

faxing
•	 Manage budgets for individual users, groups and cost centers
•	 Increase productivity and save costs with intelligent printing 

rules
•	 Direct connection of external sites through the uniFLOW Re-

mote Print Server
•	 Print securely and track costs without any requirement for 

local print servers in remote locations

1 quocirca (February 2013): Printing – A false sense of security? http://quo-
circa.com/content/printing-false-sense-security 3



The uniFLOW Universal Driver

{ Secure Printing with the uniFLOW Universal Driver }
The uniFLOW Universal Driver guarantees correct print job outcome 
because printer specific control codes are only added to the spool file 
once the make and model of device which the job is being released 
to is known. This reproduces accurate information therefore the out-
put is as expected by the user, regardless of model or manufacturer.

{ Access Control of Driver Properties }
In uniFLOW, printing features can be restricted by Access Control 
Lists (ACLs). With the uniFLOW Universal Driver, individual driver op-
tions and driver settings displayed to the end user can be controlled 
by mapping the Active Directory® users/groups to uniFLOW ACLs. 
This means uniFLOW can offer personalized drivers for specific users/
user groups without having to create separate driver packages. As a 
result, IT administrators only have to maintain one single driver so, 
in environments where drivers require certification, just one driver 
package needs certification which saves valuable time and effort.

{ Built-in Encryption and Compression }
Printing via the uniFLOW Universal Driver provides additional layers 
of security when transmitting print jobs across the network because 
it encrypts the data. While jobs are in transit they remain encrypted 
until they reach the device from where they can be securely released. 
In addition, the image quality that controls the size of the image 
transferred to the printing device can automatically be compressed, 
thus decreasing the amount of data transmitted via the network.

One driver for all – the uniFLOW Universal Driver’s unique technology allows users to 
choose any network printer from which to release a job, regardless of model or ma-
nufacturer. The uniFLOW Universal Driver ensures correct output as requested which 
reduces user dissatisfaction with the printing process and saves costs by cutting waste.
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{ Easy Import of Manufacturer Printer Drivers }
uniFLOW can import the manufacturer’s specific printer drivers and 
map the codes to the options available to the user. This specific dri-
ver information is stored in a uniFLOW Device Information File (DIF). 
If a DIF file for a specific printer does not exist it can be created by 
running the DIF Creator wizard, though only by authorized technici-
ans.

{ Seamless Integration into Citrix Environments }
The uniFLOW Universal Driver can be used in a Citrix environment 
simply as a shared printer from the uniFLOW server. The connection 
can be made either directly on the Citrix client machine or on the 
Citrix XenApp® server. Accounting of print jobs will take place on the 
uniFLOW server as usual.
Both the uniFLOW Universal PCLXL Driver v5.4 and the uniFLOW 
Universal PS Driver v5.4 are verified to be compatible with the Citrix 
XenApp platform.

uniFLOW Universal Driver Types

{ uniFLOW Universal Driver PostScript }
The uniFLOW Universal Driver for PostScript enables printing in 
mixed environments and routing from PostScript to PCL5 printers. 
For secure printing, a thumbnail preview of the first page of the print 
job is available. This extra feature does require at least one Job Con-
version Instance (JCI) to be available. The uniFLOW Universal Driver 
for PostScript utilizes genuine Adobe PostScript.

{ uniFLOW Universal Driver PCL6 (PCL/XL) }
For PCL environments, the PCL6 (PCL/XL) driver can be used. This 
driver requires the data format for both input and output to be PCL. 
This driver does not require a JCI, resulting in faster and less expensi-
ve job processing.
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Supporting multiple Vendors 

{ Mobile and Desktop-based Printing }
uniFLOW allows users to print securely wherever they are working 
so they can print from their desktop PCs, a host-based system such 
as SAP® or their mobile phone. Thanks to the uniFLOW multiple 
identity system, all their jobs will be held securely in users’ personal 
print queue.

{ Multiple Authentication Methods }
Document security is maintained because users have to be physically 
standing next to the printer before any job is released. To prevent 
unauthorized use of devices, users are required to authenticate 
themselves at the device using a card login, username/password, PIN 
code, job code, anonymous login or a combination of the options.

{ Release to any Device }
All print jobs are stored in a user’s personal secure queue until they 
are ready to release them at the printer of their choice. This can be 
any networked printer within the customer environment. Embedded 
applets are available for various Canon devices, Océ Large Format 
Printers and selected devices from Konica Minolta, Xerox, Samsung 
and OKI. Users can select which of their print jobs to release from a 
list displayed directly on the device screen. For devices without an 
embedded platform, users can use devices connected via micro-
MIND or the uniFLOW Release Station or they can use smartphones 
and tablets to release their jobs securely.

It is inevitable that, at some point, every user will need to print a confidential docu-
ment. uniFLOW’s secure printing functionality allows all users to send their sensitive 
documents to network printers from their desktops or mobile devices and to have the 
job printed only when they are physically standing in front of the device.
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Integrated Cost Tracking and Accounting
All organizations need to understand how their printing budget is being spent in order 
to control costs and reduce waste. uniFLOW allows organizations to track, assess and 
charge back all printing, copying, scanning and faxing costs on any connected device so 
that costs can be allocated to departments or specific projects correctly. 

{ Multi-Level Cost Centers }
uniFLOW allows organizations to assign costs to a multi-level cost 
center to allow chargeback to the appropriate customer or project 
code. When sending a job to print, a pop-up screen can appear on 
the user’s PC allowing them to select which cost center to charge 
the job to. A similar screen can be displayed on the multifunctional 
device (MFD) control panel.

{ Track Cost Savings }
uniFLOW allows organizations to monitor savings made through 
improved printing practices e.g. deleting secure print jobs that have 
not been printed. With this information, better printing rules can be 
established and a return on the original investment, based on using a 
managed printing system, can be realized. 

{ Track the environmental Impact }
By being able to accurately monitor usage and savings, uniFLOW 
can illustrate how many trees have been saved or how many grams 
of CO2 have been saved by not having printed some jobs. These 
reports can show how an organization has reduced its environmental 
impact.
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{ Scheduled Creation of Reports }
uniFLOW includes over 60 different standard reports that can be 
generated on demand or at regular intervals. Reports can be emailed 
automatically to an appropriate person at a scheduled time e.g. 
monthly. In addition, businesses can also add their own custom 
reports by using the industry standard Crystal Reports program. 

{ Export of reporting Data }
uniFLOW collects an enormous amount of data regarding the prin-
ting habits within an organization. While this data can be accessed 
via the normal reporting engine, users often need to have this data 
exported into other formats. uniFLOW can export data in a number 
of different formats, including XML and CSV, for integration with 
back office accounting systems. To increase the ability to fine tune 
the report for later usage, users are able to create additional custom 
columns within the CSV export. These columns contain static text 
which is defined by the user. 

{ Easy Integration with Business Intelligence Systems }
uniFLOW provides the ability to access all data collected via the usual 
reporting engine including Print Intelligence Report. There is also 
often the need to be able to access the data directly from the SQL 
Server®. With uniFLOW, data from the SQL Server can be provided to 
business intelligence systems via pre-defined and optimized queries 
providing a live view. Example templates for business intelligence 
applications like Qlik Sense® and Microsoft Power BI™ are available. 
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To keep printing and copying costs under control budgets can be established for indivi-
dual users, groups or cost centers. If the budget is exceeded, printing/copying can be 
stopped altogether, limited to black and white or users can be notified that their funds 
have run out.

{ Enforce User Budgets }
With uniFLOW, administrators can simply monitor and enforce user 
budgets so that print and copy activity can be blocked when the 
user, group or cost center has no funds left. uniFLOW budgets can be 
authorized at different levels. However, if a user has budgeting enab-
led at user level and at cost center/group level, only one budget will 
be used; budgets are expended in the following order: cost center, 
group then user.

{ Recharge Balances } 
Balances can be recharged automatically at any time via internet-
based credit card payment systems such as PayPal™ and WorldPay. 
Cashiers can also add funds manually to a user’s account where a 
personal cash-based system is required. 

Manage User Budgets via uniFLOW
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With uniFLOW, printing policies can easily be implemented to save money and impro-
ve the environmental performance. uniFLOW can redirect jobs appropriately so that 
only small print jobs are routed to laser printers whilst larger jobs are rerouted to the 
cheaper and faster multifunctional devices. Very large print tasks can even be rerouted 
to the central print room.

{ Route Print Jobs to another Device }
The nearest printer may not be the most economical or appropriate 
for the job. uniFLOW can automatically redirect jobs to a different 
printer regardless of make or model, to a secure printer or - for large 
jobs - direct to the in-house print room. A record of all cost savings is 
stored in a database for later reporting. 

{ Interactive Routing of Print Jobs }
uniFLOW can apply rules automatically or prompt users to choose 
the most appropriate device. Routing prompts can, for example, 
show the user a list of different printers to route the job to together 
with the prices charged for each option.

Create intelligent Printing Rules
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{ Predefined Job Settings }
With uniFLOW, administrators can also dictate how certain jobs 
must be printed e.g. emails always in black and white and large jobs 
double-sided. These rules can be enforced automatically or prompts 
displayed to users, together with the associated costs, for them to 
accept or not. 

{ Flexible Rule Options }
Administrators have a high degree of flexibility so printing rules can 
be applied to individual printers and user groups or even specific 
times of a day/day of the week.

{ Create Cost Awareness }
Users are often unaware of actual printing costs. Displaying the asso-
ciated costs for each print job will increase awareness and influences 
future print behavior.  
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Integration of remote Locations – 
The uniFLOW Remote Print Server
To successfully manage print processes in remote locations it is often the case that 
only removing or restricting features will permit these offices to be integrated. The 
uniFLOW Remote Print Server (RPS) allows a large part of the functionality licensed on 
the main uniFLOW server to be installed on a second server within the organization. 
Typically, a RPS is used where an organization has multiple locations or if they require a 
higher degree of failover stability.

{ Extension to the uniFLOW Server }
The RPS is an extension to the uniFLOW Server itself and allows orga-
nizations to connect remote branch offices to uniFLOW providing key 
functionality such as secure printing, accounting, mobile printing, 
scanning and budgeting. The RPS cannot be installed on its own; it 
requires a regular connection to a central uniFLOW Server in order 
to upload accounting information and user credentials even if the 
server is not always online. All transmitted data is encrypted and 
compressed ensuring a secure integration of remote locations.

{ Collective Release Queue Management (CRQM) }
When operating in a CRQM environment, users can collect each 
print job from any device that is connected to a print server in the 
collective as job information of any active job is available on every 
remote print server with only a short delay.

{ Failover Support }
Organizations operating with an RPS  can be sure that the majority 
of uniFLOW functions will be preserved at remote locations even if 
the connection to the central uniFLOW Server fails, guaranteeing a 
constant secure print environment. 
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Serverless Integration of remote Locations 
– The uniFLOW SmartClient
Print management of branch offices or remote locations has become a costly area. 
Printing can also soak up considerable bandwidth which may prevent key business 
applications running smoothly. The uniFLOW SmartClient allows organizations with 
a multi-site infrastructure to print securely and track costs without the need for local 
print servers in different locations.

{ Print Server Reduction }
Maintaining a print server incurs high expenses and a heavy adminis-
trative burden on the IT administrator. With the uniFLOW SmartCli-
ent, organizations can employ standard uniFLOW features, such as 
secure printing and accounting in remote locations, without needing 
to invest in a dedicated print server on-site.

{ Reduced Network Traffic }
When printing is managed by a print server, print data is firstly sent 
from the client PC to the print server then on to the destination prin-
ter i.e. the data has to travel the network twice. By integrating the 
uniFLOW SmartClient, print jobs are sent straight from PC to printer 
reducing network traffic by 50%.
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{ Location aware }
When moving to different locations, the uniFLOW SmartClient will 
automatically download the printing configuration for the current 
site. This means users only have to “file, print” to one print queue, 
regardless of where they are and what network printing resources 
are available.
Users can still print securely, even when connection to the uniFLOW
server is interrupted.

{ Flexible Design } 
Configuration of the setup can be adapted to fit specific customer 
requirements e.g.

•	 Secure print jobs can be stored on the client PC, the print server or 
the Canon imageRUNNER ADVANCE

•	 Secure job information can be stored locally with the spool file or 
centrally on the server

•	 	User authentication can be completed on the  uniFLOW SmartClient, 
the uniFLOW server or Canon imageRUNNER ADVANCE

{ Mix ’n Match }
As some key uniFLOW features such as mobile printing, scanning and 
budgeting require a server, uniFLOW allows organizations to mix ‘n 
match, running some locations with print servers and others with 
uniFLOW SmartClient only, or a combination of both at each site, 
providing great flexibility. 
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Immediate Benefits

{ Single Release Queue }
All print jobs, regardless of how they are submitted to uniFLOW, appear in the user’s 
personal secure print queue and can be released from any device, regardless of model 
or manufacturer i.e. users can print securely using any connected device. 

{ Increase Document Security }
To prevent unauthorized use of the devices and to keep valuable and confidential in-
formation safe, uniFLOW requires users to identify themselves at a device. This, keeps 
confidential documents out of the wrong hands.

{ Control and reduce Costs }
Using the built-in reporting system, organizations can track and assess printing, copy-
ing, faxing and scanning usage, allowing internal costs to be charged back correctly 
and current usage audited. Routing of jobs result in immediate cost improvements 
and increased efficiency of processes.

{ Help Save the Environment }
uniFLOW can provide the analysis to help implement an environmental printing strate-
gy, saving valuable trees and improving environmental performance.
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